Mercury Mail Server on Windows Home Server
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Mercun/32 iz dedicated to the memony of
et Nickerson
a good friend, and sarely missed

Iwould liketokicktfF G KAa Wglf]1 GKNRJdzZZAKQ o6& aleAy3d GKFG a8l
over 15 years. Ihas gone through a fair bit alevelopmentbut is abasic Windows application that

does a usful job pretty well.l have done nothing special to Mercury to get it going on WHS other

than a process to run it as a service. Any setup can be tried and tested on a Windows XP system first

and then copied over to WHlonce everything seems to be working OK. | had been running it on XP

(and Win95 before that) for many years prior to the move to WHS.

Mercury has been developed by David Harris in New Zealand over a long time period. For this walk
through, 1 did a bit obackground checking ardiscoveredhe released it to the public in 1990. David

is possibly better known for the Pegasus mail client software. More can be found out about both on

his web sitenttp://www.pmail.com and thisis the best location to download your cogy. ¢ 2 y Q i
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and these can be enabled, disabled and set up as the user redliire® is functionality buin for

mailing lists, including management, subscripticets., but this is not necessary fstraightforward
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them into mailboxes for each member of the familheir PC then just has the mail client pointed at

the Mercury server for POP3 and SMTP. This was particularly useful in the old daysijpf dial
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Mercury wouldfetch and send on their behalf when the connection was up. Now it acts more as a

central checking service, allowing me to apply spam filters and generally lookdesirable

messages before theyet to their mail client.

daly

| have stuck with Mercury as i3Sy QG enSthier pacRadeyftat tatally suits my needsrstly,
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mailboxes. | can understand why they limit on 5 mailboxes, but with 5 people in the family, plus

boxes for admin, webmaster, spam and so on, | would be happier with 10. | have also switched ISP a
couple of times, but retainednail serviceon the old ones. Hence the ability to collect POP3 email

from multiple domains was necessary. If | can find a new package that can fulfil these requirements

and give me web access / web admin, | could well switch.


http://www.pmail.com/

The Mercury modules comprise:

Core ProcesModuleg controls everything
SMTP Serveayused to accept emafuseful for messages from software systems even if all
external email is picked up from ISP POP3 accounts)
POP3Server(i2 RSt AGSNI G2 SI OK dzaSNDRa VYpresd) Of ASy il «
SMTP Clierg there are two available, one to do exid-end delivery and one to deliver to a
smarthost. | use the latter and let the ISP do the hard work.
POP3 Clierg This allows pickup of email from ISP POP3 mailboxes. Cleverly, it allows picku
for an entire domain and Mercury will sort into itgvn mailboxes.
PH Server and Finger Sergdr R2y Qi dzaS GKSasS odzi OFy oS dzas
PopPass Serverfor setting user POP3 passwords. Needs specific client softoaiar the
mail clientto be Pegasus.
Schedulek can be usedor delivery on a schedule picking up / delivering email over a
dialup connection. Not necessary for always internet connections.
IMAP Serveg can be used as an alternative to the POP3 client, allowinglemodie kept on
the server and accessed from multiple locations.
HTTP Serveycurrently only functional for mailing list management.

Select active protocol modules [ x| I

— Active protocal modules

ok I
" M Help |
[~ MercuyE SMTP end-to-end delivery client Cancel |
¥ MercumC SMTP relaying clisnt

¥ MercunD distibuting POP3 clignt

[~ MercuH PH directory service server

™ MercuyE Finger protocal server

[ Mercuni! PopPass password change server
[~ Mencunis connection and process scheduler
[T Mercuryl IMAPdrev] server

[~ MercumB HTTP weh server

[Changesz in thiz dialog will not take effect until Mercuny restarts)

For a simple home mail server, only 5 modules are needed; Core P(akeags installed)SMTP
Server, POP3 ServeMEP Client, POP3 CliefilAP can be added for those that want it and can co
exist with the POP3 Server.

As stated above, the software runs quite happily on an XP system. | would advise any user to install it
and look through the menus timlly. The docurantation isvery good, and there are active help

forums on the Mercury / Pegasus web site. Mercury installs entirely within its own directory

structure. It makes no particular use of the registry and once installed, can be moved from one

system to anotheby copying the directory structure (including any empty directories and allowing
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There is a note in the suppliedipdocumentation about problems with the Help files under Vista.

This & relevant to WHS as well as a simitmoblemseems tooccur on Windows Server 20081
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documentation.



For installation on WHS, install on the C: dove norrpooled drive Mercury has a small disk
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may be some planning needed on how much stored email may accumulate. Log files grow

progressively, but | only have 100Mftier 4 years and they can be truncatedeleted at any time

with no ill effect (I have only checked them as a result of creating this docuameindbne of my log

files goes back to 1999

In trying toprovide a walk through, | have the diffictdtsk ofremembering just what | did. My setup
was ported over from a working installation that had been moved from one PC to another over
several yeardMercury has consistently taken the few upgrades that have been released as a simple
Y2 gSNI (G KS (s@ithdsbsolutglyarip Fussf| HolhAave tie advantage that | have set up
separate Mercury installations from time to time for testing purposes as it provides a simple means
of passing emails from one software package to another without resorting to passingttitough
Exchange or an ISP.

Step 1c Get the programand put it in your WHS

Download the Mercury/32 software from the Pegasus Mail web-site
http://www.pmail.com/downloads.htm. The current file is m3252.exe. The documentation is also
available here as a separate download, although it is included in the install package.
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here.

Step 2c¢ Starting the Instalhtion

Either log in on the console of your WHS (if you have keyboard, mouse & screen) or else start up a

Remote Desktop session. If using RDP when installing softwareel frefse the console session;

NHzy (KS rassdexXd /Widimeservelfconsolelfrom a connected workstation (where you
substitutehomeservewith the name of your WHS server). Open the Shared Folders (I have an icon
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Step 3- Installation

Running the downloaet file will lead you through a straightforward installation process

a) You will first be presentedith the optionof NewL y A G F £ £ F G A2y 2NJ ! LJANI RS
LyadrttriAazyQo

b) Next is theoption of Neware support (indicating somef the product® history); chose'MNo
Netware Suppo@ @

¢) Thenyou havethe choice othe install directory with a default of @vercury. This keeps
things simplebutit is up to you

d) If you want Pegasus mail integration, you can then point to the relevant PegasusRi2sy1Q (i
usePegasusounless you doselect®No Pegasus Mail Integrati@n

e) The Mailbox directory comes nexaccept the default.


http://www.pmail.com/downloads.htm

f) The next stage is the choice of modules to run. There is a helper system for this, but this will
still presume you have an understandioighow your email will be transferred in and out of
your system. There is a query button alongside each module as well telling you what it will
do. My suggestions are:
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software applications.
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delivery to Outlook, Outlook Express etc.

MercuryD¢ POP3 Client to interrogate POP3 mailboxes at the ISP and download mail.

If you want uses to store mail on the server for access from multiple clients | suggest you go for
Mercuryl, the IMAP module, but take heed of the warnings on memory overhead and potential disk
space needed for mail storage.

g) The next stage is to obse the module that vilideliver outbound email. This is transferred
over SMTP and needs a client to connect to a recipient server. Mercury provides two choices
and you just pick one:

MercuryCg this is a relay client that delivers to a smarthost. As you probably alreadyahave
delivery arrangement with your ISP, this is a good one to go for as it takes a load off your system on
determining which mail server to send the messagedftgour ISP requires authentication details
when you send email, you can set these later.

MercuryEc this is an SMTP client for those of you without an ISP forwarding arrangement.
Your server will look up the end destination for each message based in the domain and attempt an
endto-end connection for delivery. Delivery is faster through to thepiecit (but probably not by
much) but you are doing lookups for each message.

h) The next stage asks for sorbasic information.

For the system name enter either your homeserver.com domain name, or if you
KFEgSy Qi 320G 2y S Sy SNImiiKa8dresshtieibit aftér INdI@)2 F & 2 dzNJ
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your mailbox name as you will want to get email destined for postmaster.

If you have chosen to relay to a smarthost, you give thdresk of the serveq this
is the name of the SMTP server given to you by your ISP for setup into Outlook etc.

i) The next stage is to chose how tight your system will be on relaying email. | have found no
problems with the Normal setting.

i) Accept the defaultocation for the mail queue directory and let it plough ahead with the
installation.

k) The next stage has options to ins&dime useful addns. These have only become available
with the most recent versions of Mercury and so my expemenih them is linited. Each is
arecognised thireparty protedion systemand can add to the security of the mail system,



but as | am not currently running them | cannot advise on the complexities of the setup
other than what is in the documentation.

SpamHalter is a thirgarty Bayesian spam filtering system. It becomes effective after a
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ClamWall is the operource AV package. | would advise against going down this route on
WHS, but I have found Avast WH®&effective in monitoring emails being transferred through
Mercury.

DNBSeglff Aa | YSGK2R 2F o0f201Ay3 SYIFLAfa o Ol
AYRAOIFIGA2Y YR 6FAGAYT FT2NI GKSY (2 NBGNEB &aSyRAY:
jaO1 SR (G2 aSyR aLI Y R2y Qi o0620GKSNJ 42 NBGNRIZ odzi €S
when receiving inbound email by SMTP and has no effect if picking up email fro8PthéealPOP3 so
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The instdhtion is now done.

Step 4- Configuration

Configuration is carried out by running the program and progressing through the various menu
options. Either go to the Start Menu and run the Mercury for Win32 program, or go to the
CAMERCURY directory and mMiercury.exe. Once the program starts, you will have a status window
for each running module, and a conventional windows menu. We will now run through the
Configuration menu.

File Edit | Configuration Window Help
m Mercury core module. .

Gratys g Maiinglists... [r—
M Content contral..,
Template files vl

-4 duplic Mail server

»
2D:NS2:‘I 9- iz s v 110 az 'dme
- Mo mes X
205522 - Aliases.., 110 a3 *drman

- 2 messi
-2 mess:  MercuryS SMTP Server

20:55:25 - MercuryP POP3 Server 110 ag 'dmne

- Mo mes :
SR 27 . MercuryC SMTP CI!ent
1 mess: MercuryD POPS Client
-1 mess:
2058:29.  SpamHaler 110 as 'dme
- Mo mes
21:01:3z 4 Hetwork suppart, . 110 as 'dman
-1 mess:  Protocol modules. ..
-1 mess:
21:01:34 - Manage local users... 110 &z 'dme

Peqgasus Mail...

110 as ‘dman

The essentials on each option are:

a) Mercury Core Module check the internet nam for the system and the username of
postmaster on the General tab. On the Local Domains tab, enter all the domains you want to
handle mail for. This can get a bit confusing for a new user as you might not recognise you
have a domain. When you send an ehntie domain part is the bit after the @f.you have
more than one ISP, you might have more than one domain. Also if you have your own
registered domain name, and can receive emails to it (maybe you have an email redirection
service) that needs to go as well. Mercury will only process emails with domains in this
fAad® hyS GALI A& G2 Lldzi WK2YSQ Ay GKSNB | a g



b)

d)

f)

by sending tmame@home. Entries on the other tabs are up to you but none are essential at
this stage.

s
Mercury Core Module Configuration HE Mercury Core Module Configuration H
Files | Fepoiting I Advanced | Policy I Files I Fepoiting | Advanced | Policy |

General | Mail queue I Local domains | Groups General | Mail queue Local domaing | Groups

Internet name
drnarchant -

dmarchart harmne

Local host or server

— General configuration settings

drnarchart
Intemet name for this system: |

R dmarchart dmarchart freeserve.co.uk
Local mailbox directony path |E AMERCURYSWMAILBOXA dmarchant marchant. me.uk

dmarchart dmarchant demon. co.uk
Time zone [+ |+0000 ¥ futa

Poll for new mail every (10 geconds
I Usemame of postmaster:  [dawvid |

For delivery failures, return [15 lines of the message

¥ Broadeast notifications for nomal mail (if supported)

™ Broadcast notifications for receipts [if supported) ;I

¥ Send copies of all errors to the postmaster

¥ Change file ownership to recipient [if supported) Ladd new doman ; Change ertty Bemove erty |

™ Suppress validation of “From' field when processing mail Mates
W Hard to quit [only exit on Ctil + [FielExit]) * Changes in this page are not undone by the “Cancel” button

* Correct configuration in this page iz critical to proper operation - please:
engure that vou read and understand the help carefully.

ok | Comcel | Hep | ok | cencd | Hep |

MercuryS SMTP Serveskip over the other options above this for the moment. The
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through SMTP from the internetsee the Help screen. Other options carballdefault,
particularly if you are only collecting email from the ISP as POP3.

MercuryC SMTP Cliegthis module will be present if you opted to deliver email via a
smarthost at your ISP. The Smarthost should be filled in, but you can now check and amend
as needed. If your ISP requires a login name and password for you to send email via SMTP,
enter them here. There aralsooptions to trigger authentication via a POP3 login first if

your ISP needs it. Other options can be left as default or tweaked aleddwy referring to

the Help/ Documentation

MercuryE SMTP E#id-End Client you will have either MercuryC or MercuryE depending
on the delivery method you chose. This has only a few options, including the ability to use an
alternative DNS server to tse set up on the WHS Server for mail delivery.

MercuryP POP3 Servethere are a few options on how to handle POP3 requests from the
mail clients, but these can be lefs default unless you have asgecific requirements.

MercuryD POP3 Clieqthis is e module needing the most setup as it will be fetching the
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default of 30 seconds may be too frequent aBdo 5 minutes is probably more sensible.

Then click osAddCto put in the POP3 account information. You can add as many as you
need. Depending on your ISP you may need to put one in for each mailbox or you may be
able to check and fetch email for the whole domain (ISP login account). The Help screen
explains the ptions available. When pulling for an entire domain, you can set a default
YIAtO02E FT2NJlFyeé YIAf G2 dzaSNBR GKFG OFyyzi
mail to be pulled for a domain, including Freeserve / Wanadoo / Orange and Déreon.

also possible to pick mail up from Gmail as the POP3 client supports SSL

dzy 1

i

085



MercuryD Configuration

i~ General

Session Ingglng'l
[~ Enable session Ingaing

i~ POP3 Account Information

Host | Usemame | Local |
pop.freeserve.net 110 dmarchart fre d
pop3.demon.co.uk 110 dmarchant

pop.amail.com: 395 marchant.day david

|

ad | chenee | [HEmes ]

N e T - 7o oo deinron ———
I— Help I Genersal o
Eheck exery [160 seconds I™ Disable this definition {omit it from processing] |—
TCP/IP timeout: |3D seconds Cancel Help

POF3 Host: [pop hessarve et

Usemname: |dmarchant freeser, Password: [ ssssss
Local user: Defauit user: [junk
i~ Connection port and tpe
TCPAE port:[ 110 [Nomal fno S5L enryption) =l

~ Optional specisl header processing

Headers: [
I~ Check only in these headsrs

Erter here any non-standard headers used by the remate ssrver to
identify the message's intended recipiert [2.q, *-Ervelope-To")

Headers should be separated from each other using semi-colon
characters | ; ]: do not use space characters. You may enter up o
128 characlers.

Cancel

g) Mercuryl IMAP Servarlf you chose to include the IMAP option, you will see this included
on the Configuration menu, but no setting changes are needed for a basic IMAP setup.

h)

Manage Local Usersthis is the last critical step. You need to go and add each user that is
going to have a mailbox. Mercury will already have created one mailbox for the Admin user
(whoever you set that to bduring the insta)l. Add a user name (this the bit before the

@), a Personal Name (descriptive and not necessary unless using some advanced features of
Mercury) and a password (useg the mail cliento collect POP3 email).

Users defined for this system

I

Mailbox

directory
C:AMERCURY \MAILBO:,

— Current users
alerts [Mone] ;I
block. block. Delet
Diavid M archant = |
jurk juirik
katie K.atie Marchant Lhange... |
nicola Micola Marchant
nogpanm [Maone]
prtg [Mone]
Fpam [Mone] Help |
zteph Stephanie Marchant
stephanie Stephanie Marchant
FLEaN Suszan Marchant
whedding wedding LI
Cloze I

Finally, make sure you have allowed access through any firewaledWHS system for ports 25 and
110 (SMTP and POPAJso open port 143 if you are using IMAP.

Step 5- Client Setup

This will depend very much on the mail client usétith Outlook Expresdor example, set up an
Account as usual. When it comes to the Sesypoint both the POP3 and SMTP to the IP address of

the WHS system (I run it with fixed IP address, so | am not sure what happens if your WHS is on

DHCP). The account name is the name of the mailbox on Mercury for this user and the password is
that set yp above for that mailbox. Check the connection is set for Local Area Network and you are
e@2dz gl yi |
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can have Outlook Express fetch from more than one Mercury mailboxelaging multiple accounts.
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If you are using IMAP, you have a little more work to do to ensure the initial folder set is created on
the server. If you favour IMAP, | have to presume you will have some knowledge on setting up your
client.

Step 6- Operation

Mercury runs as a console application, showing status windows for each module. It should be

possible through these windows to see Mercury access the ISP, download any messages and process
them. Also you can see the mail clients check via POP3 (i.a.yoeclick Send/Receive in Outlook

Express) in the POP3 Server windbwould suggest some fairly extensive testing to ensure emails

are being sent out, received, ardn besent from one local user to anotheYou will find each user

has a directory ithe Mailbox folder. Messages are in plain text and ed&ch Ofife Ys@ message

waiting to be pickedup. 2dz OF y &l ¥FSt & | &az2 hANbtépad if joki Fantbob Oy Y Q F A
OKSO]l GKS YSaal3aSaod | 2dz g At fcthistoatdins th&FOP3 KS dza SN 3
password for this mailbox. Mercyis not secure in this area affie password is in plain text.

However, as it is onlysedduring the POP3 fetch, and | presume you trust your local users, it
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